IdP-in-the-Cloud

MARCO MALAVOLTI (MARCO.MALAVOLTI@GARR.IT)

07/05/2018

IDEM DAY 2018 -

Consortium

GARR I

THE ITALIAN
EDUCATION
& RESEARCH
NETWORK


mailto:marco.malavolti@garr.it

Why?

We needed to find a way to help research institutions, interested to use federated resources,
that haven't possibilities (in terms of people, hardware, knowledge, ...) to install and
maintain their own Identity Provider.

Our target were Doctors, Librarians, ... People with little or no experience about SAML or
Shibboleth.

We had to focus on providing a fully managed IdP service, to ease identity management by
our customers; Emphasis on:

= Hiding the complexity of installation and configuration of SAML Shibboleth IdP for IdP
managers

= Ease to manage by customers

= Matching required federation standards in terms of security, reliability, compliance with
required policies
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What?

The answer has been found in Ansible.
Ansible does what we have already tried to do with Puppet, but in a much simpler way.
The Ansible Toolkit allowed us to:

1. Create/Delete Virtual Machines on our OpenStack Cloud (ansible-openstack)
2. Instance an entire Shibboleth Identity Provider(IdP) (ansible-shibboleth)
3. Instance the monitoring system for the IdPs (ansible-monitoring)
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How?

Requirements:

GARR Ansible repositories

A Public IP (to be able to reach the IdP on the web)

An OpenStack Cloud (to create the IdP virtual machine)

A Certification Authority (to create HTTPS credentials for the IdP)

A public SSH key (to transfer LDAP and DB backups to a dedicated server simply)

A GIT Private Server (to store IdP metadata credentials, logos, HTTPS certificate/key)

2

C-':’: Consortium

Marco Malavolti (marco.malavolti@gart.it)- IDEM DAY 2018| Roma, 07.05:2048 *3GARR

THE
EDWL
Ri



mailto:marco.malavolti@garr.it

TTTTTTTTTT

IdP-in-the-Cloud

Step-by-Step
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STEP 1 — The Ansible Master

First of all we need to build up our Ansible Master machine to be able to run the ansible
recipes and create new IdPs.

Our Ansible Master is configured to communicate with our OpenStack Cloud through its API
and the python-openstackclient.

OpenStack is needed to create the dedicated VMs for IdPs and all of them have the same
SSH “authorized_keys” to provide a quickly access on each of them .

Shared SSH keys: In addition to the Ansible access keys, we deployed on all VMs a shared
set of keys to ensure secure communication among internal services on a private, internal
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STEP 1 — The Ansible Master

On the Ansible Master we put the Ansible Toolkit formed by:

1. ansible-openstack: https://github.com/ConsortiumGARR/ansible-openstack
Needed to create/delete Virtual Machines on our OpenStack Cloud environment

2. ansible-monitoring: https://github.com/ConsortiumGARR/ansible-monitoring
Needed to create monitoring environment for Campus IdPs

3. ansible-shibboleth: https://github.com/ConsortiumGARR/ansible-shibboleth
Needed to create and configure Campus IdPs

(and a private GIT repo to store IdP metadata credentials, logos, HTTPS certificate/key)
The Ansible Toolkit recipes are tested with Ansible v2.4.0.0
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STEP 2 — Public IP and DNS

We need to reserve some Public IPs of the VMs used by our IdP-in-the-Cloud service and
assign them a name on our DNS:

elasticsearchl.aai.garr.it

elasticsearch2.aai.garr.it

kibana.aai.garr.it (where we visualized IdP logs elaborated by elasticsearch[1 & 2])
checkmk.aai.garr.it (where we monitor the IdP status)

logs.aai.garr.it (where we store IdP’s log files)

data-backups.aai.garr.it (where we store LDAP & DB backup files)

git.garr.it (where we store HTTPS credentials, IdP Metadata Credentials and Logos)
idp-[1...N].irccs.garr.it (our IdPs)
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STEP 3 — Create IdP-in-the-Cloud environment

Once obtained a DNS name of our IdP-in-the-Cloud environment, we can instance them with
ansible-openstack recipes and by:

1. Create/Modify the configuration files: all.yml & openstack-client.yml
2. Create the Inventory INI file (production.ini)
3. Run Ansible
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STEP 3 — Ansible-Openstack result

Instances

O Instance Name

O ansible-master aai.garr.it

O logs aaigarrit

O data-backups aai garrit

0O checkmk aai.garrit

O elasticsearch1.aaigarr.it

O elasticsearch2. aai.garr.it

O kibana.aai.garr.it

Image Name IP Address

192.168.80.38
- Floating IPs:
90.147.166.117

192.168.80.8
= Floating IPs:
90.147.167.172

192.168.80.9
= Floating IPs:
90.147.166.36

192.168.80.7
= Floating IPs:
90.147.166.123

192.168.80.4
= Floating IPs:
90.147.166.201

192.168.80.5
= Floating IPs:
90.147.167.12

192.168.80.6
- Floating IPs:
90.147.167.215

Size

m1.small

Not available

Not available

m1.medium

Not available

Not available

Not available

Mé__rcq-""'l\__/lalavolti (mar

Instance Name =

Key Pair

idpcloud

idpcloud

idpcloud

idpcloud

idpcloud

idpcloud

idpcloud

| —
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co.malavoltl@garbt)\—\
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Status

Active

Active

Active

Active

Active

Active

Active

Availability Zone

nova

nova

nova

nova

nova

nova

nova
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Filter
Task Power State
None  Running
None  Running
None  Running
None  Running
None  Running
None  Running
None  Running

Roma, 07.05:2018

& Launch Instance

Time since created

5 months

4 months, 2 weeks

4 months, 2 weeks

4 months, 2 weeks

4 months, 2 weeks

4 months, 2 weeks

4 months, 2 weeks

More Actions «

Actions

Create Snapshot | =

Create Snapshot |

Create Snapshot | =

Create Snapshot | =

Create Snapshot | =

Create Snapshot | =

Create Snapshot | =

METWORK
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STEP 3 — Prepare Monitoring Environment

Once obtained the environment VMs of our IdP-in-the-Cloud, we can configure them with
ansible-monitoring recipes and by:

1. Creating the FQDN.yml monitoring tools configuration file by copying & editing the following

templates:
a. FQDN.yml-checkmk-template (Reserved for Check_MK monitoring servers)
b. FQDN.yml-elasticsearch-template (Reserved for ElasticSearch servers)
c. FQDN.yml-kibana-template (Reserved for Kibana servers)
d. FQDN.yml-data-backups-template (Reserved for Data Backups servers)
e. FQDN.yml-rsyslog-template (Reserved for Rsyslog servers)

2. Creating the Inventory INI file (production.ini)
3. Running Ansible
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STEP 4 — Ansible-Monitoring result

€

@  https;//checkmkmigarr.it/idpdoud/check_mk/index.py?start_url=%2Fidpcloud%2Fcheck_mk%:2Fview.py%3 Fyies

o ! :
L Check MK o2 All services 73 rows_malavolti (admin) 12:23

Taclical Overview (2[5 [u BEn ~ Edit View % Availability

3 o
Local site idpcloud, ansible-slave-1.irccs.garrit

73 o State Service Icons Stalus deta’ n Checked Per-0-Meter

U
o o {88 Check MK Uﬁ OK - Agent version 1.4.0p9, execution time 0.7 sec -20 14:20:03 . 196 707 ms |

8 Check_MK Discovery 5| ok-no envices found, no. envices found 2017-05-0112:35:48  36m
= ELESCEEL (" Check HTTPS 5| OK-Centiicate ‘ansible-Slave-1.1CCs.garmit will Expire on SUn Nov 29 07:48:08 2026 +0000 2017-06-20 14:15:37 4565
_Q. 78 CheckIDP MD || HTTP OK HTTP/1.1 200 OK- 14033 bytes in 0.046 secand respanse time Ch ec k I DP M D " 2017-0620 141728 1165 463ms |
T L2/ ° check_aacli U OK - SUCCESS - IdP has retrieved metadata of Test SP and is sending attributes to it 2017-09-12 071222
o P 6| OK-SUCCESS -IoP s all nesded databases Check IDP Metadata (/idp/shibbo I&th)sas

roblems ("8 CPU load % |4 OK-15minload 0.05 at 2 Cores (0.03 per Core) 2017-04-132022.33 1865 0.0400 |

Main Overview

availability

Network Topology L8 CPU utilization Uﬂ OK -user. 0.7%, system: 0.4%, wait 0.1%, steal: 0.0%, guest 0.0%, total: 1.1% 2017-04-1320:22:33  18.65 1.13%
L8 Disk 10 SUMMARY Uﬂ OK - Utilization: 0.1%, Read: 0.00 Bls, Write: 8 53 kBls, Average Wait: 0.66 ms, Average Read Wait 0.00 ms, Average Write Wait 0.66 ms, Latency: 0.66 ms, Average Queue Length: 0.00 2017-04-1320:22:33 1865 | 0 WS/EE KBis |
(/.9 Filesystem/ Uil OK - 15.6% used (3.06 of 19.65 GB), frend: +8.20 MB / 24 hours 2017-04-1320:22:33 1865 E 15.6% |

L[ Interface 2 % |4 OK-[eth0] (up) speed unknown, in 425 38 Bis, out 1.10 k8ls C h eC k aacl i : Ch eC k th e C apﬂa@ﬁtyz @fwﬁ 5| 4254805 11KkBIS |
(8] Kemel Context Switches 8| | OK-144is - 04-1320:2240 186 a447is

o I sending attributes from the IdP.to.a test SP

L8 Kernel Process Creations Uﬂ OK-2/s 2017-04-1320:22.40 1865 1.55/5 |

L8 Memory Uﬁ OK - RAM used: 889.41 MB of 3.87 GB (22 4%), 2017-04-1320:22.33 186s 889.41MB |

[+ Wount options of / U OK - Mount options exactly as expected C h eC k m yS q | 2017-04-1320:2233 1865

Senvice search (8 NTP Time & |4 OK-sys.peer-stratum 1, offset-2.12 ms, jtter 0.94 ms, last reached 968 secs ago (synchronized on 193.204.114.233) 2017-08-29 15:31:22 1865 -242ms

e 0 rumoerorrreats b ] Ok- 140 mreacs Check that all needed database for-the e |

Senvice Groups (Grid) L ssH B S5H OK - OpenSSH_6.7p1 Debian-5+debsu3 (protocol 2.0) . 2017-06-22 14:19:46 3675
Senice Groups (Summary)
S )
Senvices by group 4|4 TGP Connections # _J4] OK-ESTABLISHED: 5, SYN_REGV: 1, CLOSE_WAIT. 7, TIME_WAIT. 1, FIN_WAIT2: 3, LISTEN: 7 are aCtlve 2017-04-1320:2233 187 s
Metrics
Search Time Graphs (18 Uptime & |4 oK-Up since Tue Jun 20 13:54:58 2017 (85d 20:17:23) 2017-04-132022.33 1875 864d |
Search performance data
» Business Intelligence Local Site idpcioud, ansible-slave-2
v :Ifo:'e(":s State Senvice Status detail Age. Checked Perf-O-Meter
ert Stati

e ol (I8 Check MK || oK Agentversion 1.4.0p8, execution time 1.8 sec 2017-06-2307:1629  267s I 1835 |
Pt g e ("8 Check_MK Discovery 5| OK-nounmonitored senices found, no vanished services found h k I D M 2017-053110:35:48  36m
W8 Check HTTPS 5| OK-Cerificate ‘ansible-slave-2.izs.garrit will expire on Sun Nov 29 14:37:01 2026 +000D. C ec p ag e ) 2070623071220 537s
Ch k IDM TOOL 07-28 141330 1078
eC B Shmsmmm 4575
Check LOCKUSE 09-1101:21:10 . 3075 49.8ms
R 438ms

L0 S Check IDM page Uﬂ HTTP OK: Status line output matched "HTTP/1.1 401 Unauthorized™ - 1631 bytes in 0.045 second response time|

(¢ 88 Check IDM-TOOLS \Uﬂ HTTP OK: Status line output matched "HTTP/1.1 401 Unauthorized™ - 1639 bytes in 0.044 second response fime|

v Inventory

CPU Related Inventory of all Ho 12,88 Check IDP MD Uﬂ HTTP OK: HTTP/1.1 200 OK - 13943 bytes in 0.050 second response time

L+ 8 Check LOCKUSER b6-23071535  477s

—
|| HTTP OK: Status line output matched "HTTP/.1 401 Unauthorized” - 1544 bytes in 0.044 second response fimel|

OK - SUCCESS - 1dP has retrieved metadata of Test SP and is sending aftributes to it C h eC k C O C O 2017-09-07 07:12.40 638 ms
1

[ check_aadli

Search Network interfac
Search Oracle dataguar (2,00 check_coco ‘OK - SUCCESS - 1dP has retrieved metadata of Test COCO SP and is sending aftributes to it — 2017-06-19 16:0235 700 ms
Search Oracle il nc
\+ S check_ldap OK - SUCCESS - LDAP exists and release attributes C h eC k rS 2017-06-19 16:02:35 | 702ms
[0 98 check_mysql ‘OK - SUCCESS -1dP has all needed databases — ’ 2017-06-19 16:02.35 705ms

(9 check_rs

1

OK - SUCCESS - 1dP has retrieved metadata of Test RS SP and is sending attributes to \tl k | d 2017-08-0100:59:40 | 708 ms
— , o) - chec ap . A
\ | ) ) I M - A ¥,




STEP 4 - Ansible-Monitoring result

https://checkmk.mi.garr.it/idpcloud/check_mk/index.py?start_url=%2Fidpcloud%2Fpnpanagios%2Findex php%2

Firefox ha impedito a questa pagina di ricaricarsi automaticamente.

;9 % Check MK ., [Service details ansible-slave-1.irccs.garr.it > Check IDP MD

Host: ansible-slave-1.irccs.garrit Service: Check IDP MD
Tactical Overview
4 Hours 14.09.17 6:15 - 14.09.17 10:15

Datasource: time

ansible-slave-1.irccs.garr.it / Check IDP MD

Quicksearch
B

Views

Basket is empty

Multisite finks

Response Time (ms)

06:20 06:40 07:00 07:20 07:40 08:00 08:20 08:40 09:00 09:20 09:40 10:00
O Response Tine 47.7 ns LAST 72.2 ms MAX S1.7 ms AVERAGE
v Overview
Host & Senices Problems
Main Overview - ‘s
Network Topology SiiEieaai
w Hosts
All hosts
All hosts (Mini)
All hosts (tiled)
Favorite hosts
Host search
w Host Groups
Host Groups
Host Groups (Grid)
A5 anices O Size of response 14094 Bytes LA 14095 Bytes MAX 14094 Bytes AVERAGE Host Pesidata
Favorite services Check IDM-TOOLS
Recently changed senices 3 x - e Check IDP MD
Serv. by host groups Host: ansible-slave-1.irccs.garrit Service: Check IDP MD ERETE
Savcaspad: 25 Hours 13.09.17 9:15 - 14.09.17 10:15 CPU load
Unmonitored services oo0
w Service Groups S
Senvice Groups (Grid) Datasource: time : W
Senvice Groups (Summary) %‘—E
Senvices by group ansible-slave-1.irccs.garr.it / Check IDP MD : Filecount_Jvar/loq
v Metrics g 4 Filesystem /
Search Time Graphs HTTP check https
Search performance data Interface 2 v
» Business Intelligence Kernel Context Switches
v Problems Kernel Major Page Faults

Alert Statistics Kernel Process Creations
Host problems

Pending Services e bt i

Pending service discovery ed 12: u 00: u NTP Time

Senice problems Response Time ; 106 ms MAX 55.9 ms AVERAGE W

et TCP Connections
v Event Console -

Events Uptime

Overview
Size of response 4 Hours
25 Hours
One Week
One Month
One Year

Size (Bytes)

Services

Response Time (ms)

Recent Event History
v Inventory size of response 3

CPU Related Inventory of all Hosts g

Search Backplanes

Search Fans

Search Modules

Search Network interfaces

Search Oracle dataguard statistics

)
= X G © Mathias Ketiner

B RESEARCH
i

)
I . m el HETHORK
|
y [

Size (Bytes)

THE ITALIAN
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Wed 12:00 Wed 18:00




STEP 4 - Ansible-Monitoring result

New Save Open Share

< OThismonth >

2017-09-23 02:00 2017-09-27 02:00

fromhost: idp-portici facility: localo priority: notice

notice syslogtag: apache?access _id: AVS_8V-

View surrounding documents  View single document

fromhost: garr-idp-test facility: local0 priority: notice

&« c 0 | & Sicuro | hitps://kibana.aai.gar.it/app, : er?_g=(refreshinter Off pause:!f value:0).time:{from:now32FM, made:quick.to:now%2FM))&_a=(columns(_source).index:*' interval:auto.query:(query_string:(analyze_wildcard:!tqu... ¥¢
ki 54,837 hits
A search...
@ Discover L] September 15t 2017, 00:00:00.000 - September 30th 2017, 2:58:59.999 —  Auto
Visualize Selected Fields 25,000
20,000
Dashboard ? _source
£ 15000
3
Timelion REEE BRERE 8 .
— 5o B 0
. L
Manageme G el 2017-09-03 02:00 2017-09-07 02:00 2017-03-11 02:00 2017-09-15 02:00 2017-09-19 02:00
¢ message ° timereported per 12 hours
¢ syslograg Time - source
¢ _id
| v September 14th 2017, 12:31:18.711  pessage: 216.218.206.68 - - [14/5Sep/2017:10:31:18 +0000] "GET / HTTP/1.1" 302 5389 "-"
t _index
timereported: September 14th 2017, 12:31:18.711 timegenerated: September 14th 2017, 12:31:18.712 severity:
# _score
- 5PyOn1j_b30pb _type: events _index: system _score: -
¢ _ype
¢ fadlity
Table JSON
t priority
t severity i _id @ @ @ # AVS_8V-5Py0n1j_b30ph
O timegenerated £ _index @ @ @ #* system
© timereported 5 ecore aam* -
t _type @ Q @ * events
£ facility @@ D% locale
t fromhost @ Q M % idp-portici
© message @ @ M % 216.218.206.68 - - [14/5¢p/2017:10:31:18 +0000] "GET / HTTP/1.1" 302 5389 "-" "-"
£ priority @ @ @ % notice
t severity @ @ [0 % notice
© syslogtag @ @ @ % apachelaccess
© timegenerated @ Q (0 % September l4ath 2017, 12:31:18.712
© timereported @ @ [0 % September 14th 2017, 12:31:18.711
b September l4th 2017, 12:19:23.699 pegsage:  216.218.206.67 - - [14/5ep/2017:12:19:24 +0200] "GET / HTTP/L.1" 302 5365 "-"

iPyon1j_b30pY _type: events _index: system _score: -

»  September 14th 2017, 12:17:01.924  message: pam_unix(cron:session): sessio

Collapse _index: system _score: -

timereported: September 1ath 2017, 12:19:24.699 timegenerated: September 14th 2017, 12:19:24.704 severity:

017, 12:17:01.924 timegenerated: September 14th 2017, 12:17:01.926 severity: info syslogtag: CRON[364]:

AV5_5EzyPy0n13_b30pX

notice syslogtag: apache?access _id: AVS_Sng

closed for user root fromhost: garr—idp-prod facility: authpriw priority: info timereported: September 14th 2

_type: events

B [ A AN




STEP 4 — Ansible-Monitoring result

B 12. data-backups.aai.garr.it

! Re-attach 5J Fulscreen [ Stayontop W Duplicate 1 @, @, ™ @ ¥ Hide toobar

fbot@data—backups:/data/var/1uca1/backups# tree idp-portici.izs.garr.it/
1dp—€grt1c1.1zs.garr.1t/
a

P
[ L— 2017-09-14_ldap-users.1dif
mysq
2017-09-14_shibboleth_db.sql
2017-09-14_statistics_db.sql

2 directories, 3 files
root@data-backups:/data/var/local/backups# |}
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STEP 5 — Instance new Shibboleth IdP (v3)

We have to:

1. Create a new VM on OpenStack Cloud (ansible-openstack)
2. Install and configure the new Shibboleth IdP (ansible-shibboleth)

2 Consortium
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STEP 5 — Instance new Shibboleth IdP v3

To help us with the environment preparation needed to instance of a new IdP, we decided to
rely on “ans-idpcloud-utility” Python script that:

Creates CSR and KEY used for HTTPS endpoints.

Creates IdP signing, encryption and backchannel credentials.

Creates the IdP yaml file (and will append the new IdP to the inventory INI file soon).
Appends the IdP ansible-openstack configuration to the openstackclient.yml.
Appends the new IdP to ansible-openstack inventory INI file.

nhn=

At the end of we have to run, in this order:

1. ansible-openstack playbook to create the VM of the new IdP.
2. ansible-shibboleth playbook to create and configure the new IdP.
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STEP 6 — Ansible-Shibboleth result

We use cookies to give you the best online experience. By using our website you agree to our use of cookies in accordance with our cookie policy. Learn more here. Close.
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STEP 6 — Ansible-Shibboleth result
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We use cookies to give you the best online experience. By using our website you agree to our use of cookies in accordance with our cookie policy. Learn more here. Close.

SP Description
Test Service Provider v2.5.3 hosted by OpenStack Milano

< Go back to login page

SP Information

found on its e

metadata o
> SP Contacts:
Marco Malavolti

> SP Privacy Policy
> SP Information Page

FOOTER TEXT in english language
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STEP 6 — Ansible-Shibboleth result

&« [CIEA @ @ https://garr-idp-prod.irces.garr.it/idm o @ G 7 = IN & & @0 S|

% Consortium ldentity Management provided by a customized and

*PGARR corrected version of phpLDAPadmin 1.2.3 (latest)
gtConsor‘tium GARR LDAP Server Create Object

@ Server: Consortium GARR LDAP Server Coni
Template: Identity Provider: New user cr

new search refresh

Identity Provider: New user creation (Step 1 of 1)
=8 Users (2)

Name * Hin

H |

Surname * i

2 |

Name and Surname Hin

2 |

Username * Hin

2| |

Fiscal code * Hint

H |

ORCID i

H |
eduPersonAffiliation *

& [member |

Hiry

eduPersonEntitlement

Create Object

THE ITALIAN
EDUCATION
B RESEARCH
METWORK

Marco Malavolti (marco.malavolti@garr.it)- IDEM DAY 2018 | Roma, 07.05.2018
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STEP 6 — Ansible-Shibboleth result

€ | © @ nhttpsy//ansible-slave-2.izs.garrit/idm/lockuser.php c¢
*? OSG
.}og.ﬂ A
et
N

Start

M My LDAP Server

Lock/Unlock of the users

Server: My LDAP Server Contenitore: ou=people,de=izs,dc=it
Identity Provider: Locking/Unlocking Users

User list

+ Marco Malavolti User expiration date: l:l Set user expiration date Lock
i Test User User expiration date: l:l Set user expiration date Lock

1.2.0.5

The IdP manager can lock out the users
immediately by pressing on “Lock” button, or
“Set an expiration date” in the future.

C-':’: Consortium | THEmuan

EDUCATION

Marco Malavolti (marco.malavolti@garr.it)- IDEM DAY 2018 | Roma, 07.05.2018 ?PGARR i
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STEP 6 — Ansible-Shibboleth result

€ @B https://90.147.167.145/statistics/7dati=sp&month=07 &year=2017 T @ € D& nhttps//90.147.167.145/statistics/index.php?dati=totals&month=04&year=2017
Usage Statistics of the IdP Usage Statistics of the IdP
Identity provider installed for ldP-in-the-Cloud project Identity provider installed for ldP-in-the-Cloud project

Perform a research to visualize the statistics:

September ~| 2017 ~| Submit

Perform a research to visualize the statistics:

September || 2017 | Submit

Usage Statistics of the IdP in July 2017 grouped by date and by service provider: : The total number of login in April 2017 is: 86
Num Logins grouped by SP Num Luglrns grouped by SP
Total Logins for SPs __ #Login grouped by date and SP Total Logins for SPs
0 Service Provider Logins
https:/www torrossa.com/shibboleth 2
https://test.torrossa.com/shibboleth 19
https://primologin_cs_garrsemvices it/shibboleth 25
15 https://garrbox.cs.garsenices.it/shibboleth 2
§3 10
: The IDP Manager can view the usage of the
H H 1] H H ”
IDP with a simple “Statistics” page.
0

2017-07-03 2017-07-1 2017-07-12
Il Frimologin Cosenza [l Torrossa
Date Primologin Cosenza Torrossa
20170712 0 1
2017-07-11 0 17
2017-07-03 1 0

Marco Malavolti (marco.malavolti@gary.it) - IDEM DAY 2018 | Roma, 07.05.2048
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STEP 6 — Ansible-Shibboleth result

242 hits

New Save Open Share

| icks

Uses lucene query

f-ticks

Selected Fields

Available Fields

t _id

t _index

# _score

t _type

t facility

t fromhost

t message

priority

severity

syslogtag
@ timegenerated

@ timereported

_source

message:  Shibboleth-FTICKS [F|-[TECKS FederationName/1.0#T5=1511771136#RP=https://vconf. garr.it/shibboleth#aP=https://garr-idp-prod.irccs. garr.it/idp/shibboleth#PN=822481Fc5088c43091328ecs
eb4lceellicldc3lafalde?icld226a9d3abf1lTeS#RESULT=0K# fromhost: garr-idp-prod facility: awth priority: info timereported: MNovember 27th 2017, 09:25:36.000 timegenerated: Movember 27th 2017,

09:25:36.460 severity: info syslogtag: [gtp353842779-1%] _id: AV_8T10I0v1WbGuVvEkdXK _type: events _index: system _score: 19.757

message:  Shibboleth-FTICKS [F|-[TECKS/IDEM GARR AAL/1.0#TS=1512048296#RP=https://testopacizs.cineca.it/shibboleth#aP=https://garr-idp-test.irces.garr.it/idp/shibboleth#PN=39cd3e1ale67b386F
a7839a282b7c8a35c384d6b60bd025822e018c1f0371d57#RESULT=0K# fromhost: garr-idp-test facility: auth priority: info timereported: November 30th 2017, 14:24:56.000 timegenerated: November 30t
h 2017, 14:24:56.339 severity: 1info syslogtag: [qgtp333842779-10] _id: AWANGgr3vlWbGuVEuHYa _type: ewvents _index: system _score: 18.757

message: Shibboleth-FTICKS .—-/Fedar'atian‘lame.-"l. 0#T5=1510240229#RP=https://food].org/simplesaml /module. php/saml/sp/metadata. php/saml#AP=https://garr-idp-prod.irccs.garr.it/idp/shibb
oleth#PN=822481fc5088c49091328ec5ebdlceelllcl4c3abazde?1cld226a9d3abf1fe5#RESULT=0K# fromhost: garr-idp-prod facility: auth priority: info timereported: November 9th 2017, 17:10:29.000

timegenerated: MNovember 9th 2017, 16:10:29.362 severity: info syslogtag: [gtp3533842779-12] _id: AV-hVRg-5M8qiDxxrogQ _type: events _index: system _score: 19.757

message: Shibboleth-FTICKS . -/Fedaratiun‘lame.-'l.0#TS=1509960900#RP=http5 ://Filesender.garr.it/simplesaml/module. php/saml /sp/metadata. php/default-spéAP=https://garr-idp-prod.irccs.ga
rr.it/idp/shibboleth#PN=822481fc5088c49091328ec5eb4lceelllcldc3aba?de?1cld226a9d3abf1fe5#RESULT=0Kk# fromhost: garr-idp-prod facility: auth priority: info timereported: MNowvember 6th 2017,

11:35:00.000 timegenerated: Mowvember 6th 2017, 10:35:00.022 severity: info syslogtag: [gtp353842779-11] _id: AV-Qrt3-5N8qjDxxpZQE _type: events _index: system _score: 19.757

message: Shibboleth-FTICKS .—-/Fedaratiun‘lame.'l. 0#T5=1510057578#RP=https://sp24-test.garr.it/shibboleth#AP=https://garr-idp-prod.irccs.garr.it/1dp/shibboleth#PN=822481fc5088c4909132
Bec5ebdlceelllcldc3abalde?lcld226a%d3abf1fes#RESULT=0K# fromhost: garr-idp-prod facility: awth priority: info timereported: Nowember 7th 2017, 14:26:18.000 timegenerated: November 7th 201

7, 13:26:18.418 severity: info syslogtag: [gtp353842779-12] _id: AV-Wcg_95N8qjDxxqEHt _type: events _index: system _score: 19.757

message: Shibboleth-FTICKS . -/Feder‘atiun\lame.-'l. 0#T5=1510069706#RP=https : //food].org/simplesam] /module. php/saml/sp/metadata. php/saml#AP=https://garr-idp-prod.irccs. garr.it/idp/shibb
oleth#PN=b44036d94e6b5a3cablieaelas 037320817 776a84096edbel2008485dcT255b84RESULT=0K# fromhost: garr-idp-prod facility: auth priority: info timereported: November 7th 2017, 17:48:26.000

timegenerated: November 7th 2017, 16:48:26.039 sewverity: info syslogtag: [gtp353842779-15] _id: AV-XKyJA5NBqjDxxqlyT _type: events _index: system _score: 19.757

7”"‘1*\\‘---———-_____
Marco Malavolti (marco. al\avolti@gar}.it)\—\lDEM DAY 2018 |

Roma, 07.05:2018 ’ o
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@ Qualys. ssL Labs Home Projects Qualys.com  Contact

You are here: Home = Projects = SSL Server Test = garr-idp-prod.irccs. garr. it

SSL Report: garr-idp-prod.irccs.garr.it (90.147.166.82)

Assessed on: Tue, 15 May 2018 10:32:33 UTC | Hide | Clear cache

Scan Another »

Summary

Overall Rating

Certificate

I Protocol Support
Key Exchange

Cipher Strength

100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
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Marco Malavolti
(marco.malavolti@garr.it)




