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INFN — AuthN & AuthZ con AAI C::w

e Singolo DB ldentita Digitali e ruoli

e DB autoritativo anche per processi
amministrativi

e AuthN & AuthZ via LDAP (+Kerberosb5)
e 389-DS multi-master + n slaves
e 2 master @LNF + 1 master @CNAF
e 1slave @LNF + 1 slave @CNAF
e |dP SAML basato su SimpleSAMLphp C
o 2 1dP @LNF + 1 hot-standby @ CNAF

DB ID

Master
LDAP
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CCR - AAI

INFN = Authll 258 INFN Identity

CCR - AAI

. Check DB ID

[} 0
& Username X.509 Certificate Master
Accesso tramite certificato. L DAP
o ﬁ Password
ACCEDI
o
LOGIN
S Kerberos5 GSS-API Slave
Accesso tramite Kerberos 5.
°® How to obtain an account for INFN-AAI L DAP
Change or Reset Password - Retrieve ACCEDI
® Username
o DO NOT BOOKMARK THIS PAGE! After login you will be redirected to

https://wiki.infn.it/Shibboleth.sso/SAML2/POST

Technical Support and Questions to
This is WAWA (Widely Assorted Web Authenticator) by Dael Maselli, based on a running
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o Singolo DB Identita Digitali e ruoli DB ID

e DB autoritativo anche per processi

amministrativi Master
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e Sempre piu pressante la necessita di supporto per OIDC
e Vincoli: GODiVA e SimpleSAMLphp
e Provato senza successo il modulo OIDC di RedIRIS
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NonSoloSAML

e Sempre piu pressante la necessita di supporto per OIDC
e Vincolo: SimpleSAMLphp

e Provato senza successo il modulo OIDC di RedIRIS
e Ci siamo imbattuti in Q L OAK

Q Single-Sign On — Standard Protocols o Centralized Management D
Login once to multiple applications = OpenlID Connect, OAuth 2.0 For admins and users
and SAML 2.0
:.% LDAP and Active Directory ‘ Social Login . Identity Brokering
. Connect to existing user directories Easily enable social login OpenlD Connect or SAML 2.0 IdPs
=a Clustering Themes » Extensible
== < . @ . (¢ . o
—m For scalability and availability Customize look and feel Customize through code

INEN

CCR - AAI

Adapters
Secure applications and services
easily

High Performance
Lightweight, fast and scalable

Password Policies
Customize password policies

Sponsored by
RedHat
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NonSoloSAML CCR - AAI

e Sempre piu pressante la necessita di supporto per OIDC
e Vincolo: SimpleSAMLphp

e Provato senza successo il modulo OIDC di RedIRIS
e Ci siamo imbattuti in 5 LOAK

Single-Sign On Standard Protocols o Centralized Management D Adapters
Login once to multiple applications OpenlID Connect, OAuth 2.0 For admins and users Secure applications and services
and SAML 2.0 easily

:.% LDAP and Active Directory ‘ Social Login . Identity Brokering High Performance
' Connect to existing user directories Easily enable social login OpenlD Connect or SAML 2.0 IdPs Lightweight, fast and scalable
= Clustering Themes > Extensible Password Policies
—m For scalability and availability Customize look and feel Customize through code Customize password policies

Sponsored by
RedHat
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e Sempre piu pressante la necessita di supporto per OIDC
e Vincolo: SimpleSAMLphp

e Provato senza successo il modulo OIDC di RedIRIS
e Ci siamo imbattuti in 5 LOAK

Q Single-Sign On — Standard Protocols Centralized Management Adapters
= ° U

Login once to multiple applications For admins and users

OpenlD Connect, OAuth 2.0
and SAML 2.0

Secure applications and services
easily

LDAP and Active Directory
Connect to existing user directories

. Identity Brokering
OpenlD Connect or SAML 2.0 IdPs

‘ Social Login
Easily enable social login

Clustering Themes @ SISt
For scalability and availability @ Customize look and feel Customize through code

High Performance
Lightweight, fast and scalable

a Password Policies
Customize password policies

Sponsored by
RedHat
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NonSoloSAML C:

e Sempre piu pressante la necessita di supporto per OIDC
e Vincolo: SimpleSAMLphp

e Provato senza successo il modulo OIDC di RedIRIS
e Ci siamo imbattuti in 5 LOAK

Single-Sign On Standard Protocols Centralized Management Adapters
K = ° U

Login once to multiple applications OpenlID Connect, OAuth 2.0 For admins and users Secure applications and services

and SAML 2.0 easily
:.% LDAP and Active Directory ‘ Social Login . Identity Brokering High Performance
- ----- selinguusor directories Easily enable social login OpenlD Connect or SAML 2.0 IdPs Lightweight, fast and scalable

Clustering
For scalability and availability

Sponsored by
RedHat

@ Themes @ Extensible a Password Policies

Customize look and feel Customize through code Customize password policies
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To cluster or not to cluster... CCR- AN

e AuthN & AuthZ SAML
e Distribuita
e Scalabile
e Fault-tolerant

e OIDC non puo avere
caratteristiche differenti
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To cluster or not to cluster... GCR - AN

o AuthN & AuthZ SAML o= ) [ e A
e Distribuita

sitel

e Scalabile

e Fault-tolerant /
e OIDC non puo avere

caratteristiche differenti b\

e Cluster Keycloak per HA e
scaling puo raggiungere livelli di
complessita elevati

Cross-Datacenter Replication

site2

INFN-AAI 16



. - INFN
Il mio cluster e differente... C:



. o INFN
Il mio cluster e differente... GCR - AA

e Cluster OKD per supporto allo sviluppo ed

erogazione di servizi web con architettura a I<d

microservizi The Origin Community Distribution of Kubernetes
: that .
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Il mio cluster e differente...

o Cluster OKD per supporto allo sviluppo ed I d
erogazione di servizi web con architettura a <

The Origin Community Distribution of Kubernetes
that

microservizi.

e Architettura a layer per gestire e rendere
fruibili immagini Docker

Existing
Automation
sssssss

aaaaaaaaaa
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CERTIFIED HARDWARE / CLOUD PROVIDER
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Il mio cluster e differente... C:

o Cluster OKD per supporto allo sviluppo ed I d
erogazione di servizi web con architettura a <
microservizi The Origin Community Distribution of Kubernetes
] that .
e Architettura a layer per gestire e rendere |
fruibili immagini Docker
e Implementabile a partire da una manciata '
di nOdi OpensShift Nodes with Storage OpensShift Nodes
» 1 master
e 3 infrastruttura
o GlusterFS, router, worker SRENE

() Scale'up Sempllce ed |nd0|ore (a CaIdO) OPENSHIFT CLUSTER



Keycloak Docker Image in OKD @';N

. Di G .
Disponibile immagine docker docker pull jboss/keycloak
Cl10a




INFN
Keycloak Docker Image in OKD C:

e Disponibile immagine docker docker pull jboss/keycloak
o | S.er.VI.ZIO " QKD fichiede la keycloak deployment.yaml
definizione di keycloak route.yaml
e DataBase, con relativo volume keycloak secret.yaml
(su storage GlusterFS) e regole keycloak service.yaml
di accesso postgresgl deployment.yaml

postgresgl secret.yaml
postgresgl services.yaml
postgresgl volume.yaml

e Rotta di accesso al servizio
Keycloak e regole di accesso
alla console
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Keycloak SAML to OIDC Identity Broker

&idp.appinfnit

e Siconfigura Keycloak come SP
SAML

dentiy roviders »
INFN idp
Settings  Mappers  Export

Redirect URI© rtps:/idp appInfn authirealms!

ol
= Ldentty Provders Distaytameo [ wiip
Use Federation meso [0
Trust Email © =
Account Linking oy ©
ideanLogi age
import
bport
Fcloginbove  (@atiaariogn

Post Login Flow ©

~ SAML Config @

URLO

°

Backchannel Logout &



INF

Keycloak SAML to OIDC Identity Broker

e Siconfigura Keycloak come SP
SAML

e Sidefiniscono i «mapping» per gli
attributi

° & idp.app.infn.it

@AKEYCL 2 Keadmin

dentiy P > NENidp,

INFN idp

Settings  Mappers  Export

Realm Settings

& idp.app.infn.it

identiy Proviers

NENIdp > Mappers

INFNidp &

. Settings  Mappers | Export

Clients P S =

Client Scopes
2 Name category Type

Roles Kerberos-principal Atriute Importer Attrbute mporter

[raar— locale preferredlanguage Atrioute Importer Attrute Importer

organizationalunit Atrioute Importer Atrbute mporter
User Federation
name Atroute Importer Attrute Importer

Authentication

Atriute Importer Arbute mporter

lestname Atibute Importer Atribute Importer
codlce-iscale Atsbute Importer Atrbute Importer
stor Atibute Importer Atribute Importer
epsh Atrbute Importer Atrbute Importer
ole granted Role Importer Hardcodet Role
email Atrbute Importer Atrbute Importer
spuc Atibute Importer Atribute Importer

import e Atribute Importer Atrbute Importer

e infnUUD Atibute Importer Atribute Importer
sus Atibute Importer Atrbute Importer
0 Atribute Importer Atribute Importer
e0DN Atibute Importer Atrbute Importer
epon Ateibute Importer Aribute Importer
phone Atibute Importer Atribute Importer
firstname Attribute Importer Atrbute Importer
sHo Atibute Importer Atribute Importer
N Atribute Importer Atribute Importer

Attrbute Imporcer Atrbute mporter
Preprocessor Username Template Importer

Attribute Importer Attribute importer

CCR - AAI



INF
Keycloak SAML to OIDC ldentity Broker ooR- A

& idp.app.infn.it

INEN dp

e Si configura Keycloak come SP ,_
SAML N

e Sidefiniscono i «mapping» per gli
attributi
e Siregistra 'SP nell’ldP SAML

User Federa

Mappers  Export

& idp.app.infn.it

Mappers

& idp.app.infn.it

Authenticati Realm Settings Settings  Mappers | Export

Clents

Clint Scopes enins= entiylD=hicps v S
trve” “true
R prococol
Identity Providers <KeyDescripor use="siging’>
User Federation
<dsigX50sDota
Authentication
import
i X509Certfcate>MICITCCAXO
Export M .
ozt 1678e4n5C14L
MDME BIEKUCK
16 5
P : ehcste>

<dsigx509Data>
“asigKeyinfor
<IKeyDescriptor>

TP-pOST" Location="
Import "

Export “NamelDFormat>
<AssertionConsumerSenvice
Binding= ovi
index="1 sDefault="true” 1>
<ISpssODescriptor>
</EntiyDescriptor>

HTTP.POST" Location="




OIDC Client: browser flow

e account

e OIDC client a corredo in
Keycloak

e /auth/realms/aai/account

MIAKEYCI

Realm Settings

Clients

Client Scopes

Roles

Identity
Providers

User

Federation

Groups
Users
Sessions

Events

Import

Clients

Lookup €

Client ID
account
admin-cli
broker
foresterie-web
godiva
godivapy
godivapy-server
infn-portal
okd-app-infn-it
postman
realm-management

security-admin-console

Enabled
True
True
True
True
True
True
True
True
True
True
True

True

Base URL
/auth/realms/aai/account

/auth/admin/aai/console/index.html

INF

CCR - AAI

Actions

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Export
Export
Export
Export
Export
Export
Export
Export
Export
Export
Export

Export

2 Kkadmin v

Create

Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete

Delete



. INFN
OIDC Client: browser flow C:
(NN INFN Identity e

o Check

e account

e OIDC client a corredo in
Keycloak

e /auth/realms/aai/account
e Redirect verso IdP SAML

& Username X.509 Certificate

Accesso tramite certificato.

Pelete

Pelete

@ Password

Pelete

_ g

Delete

Delete

Pelete

Kerberos5 GSS-API

Accesso tramite Kerberos 5. Delete

Pelete

Come ottenere un accesso ad INFN-AAI Delete

. . . Pelete
Cambio o Rigenerazione Password -
Pelete

Recupero Username

NON AGGIUNGERE QUESTA PAGINA Al PREFERITI! Dopo il login verrai rediretto a

https://idp.app.infn.it/auth/realms/aai/broker/aai/endpoint




OIDC Client: browser flow

e account

e OIDC client a corredo in
Keycloak

e /auth/realms/aai/account
e Redirect verso IdP SAML
e First-login flow

INEN

(NFN  INFN Identity e
| Check

AKEYCI

Edit Account * Required
Account > fields
Password
Username | enric
Authenticator
. Email enrico.m.v.fasanelli@le.infn.it ®v
Federated Identity
) * . o
Sessions First name Enrico Maria Vincenzo
Applications Lastname * | Fasanel Il
Cancel m



. INFN
Command Line Interface coR - A

e CLI e script sembrano essere tagliati fuori da ﬁ
questo ambiente, ma i system admin INFN ne
hanno bisogno



. INFN
Command Line Interface coR - A

e CLI e script sembrano essere tagliati fuori da P
questo ambiente, ma i system admin INFN ne
hanno bisogno

e OIDC Direct Grant Flow
e LDAP back-end

o AuthZ
e username/password
e Kerberos



Architettura SAML + OIDC INEN

u\E;LOAK

zZ
-
Z
>
>




Production-ready

curl -X POST -d 'grant_type=password’ -d 'client_id=godivapy-krb%’ --negotiate \
-u : https://idp.app.infn.it/auth/realms/aai-ldap/protocol/openid-connect/token

eyJhbGciOiJSUzI1NilsInR5cCIgOiAiSIdUliwia2lkliA6ICJTQNc5Y083cmVDN19fNjZiaBBUW9GeX
INQkxzZWWdAET3FLc2d1R2FLTKR]In0.eyJqdGkiOiJiZGUwYWNjNyO1NDFmLTQ3M21tOTcwNy03N
GMwNjAWYmMONjEILCJIeHAIOJE1NzA2MDkwOTMsIm5iZilMCwiaWFOljoxNTcwNjA4NzkzLCJp
c3MiOiJodHRwczovL 2lkcC5hcHAuaW5mbi5pdC9hd XRoL3JIYWxtcy9hYWktbGRhcClsInN1Yil6l
mYBNWQwZWI40TYtNTIwMy00ZGNhLTIiYmitMmNhMmI1NjFjYzkzOmVucmljbylsInR5cCI61kJIY
XJlcilsimF6cCl6ImdvZGI2YXB5LWtyYjUiLCJhdXRoX3RpbWUiIOjAsInNIc3Npb25fc3RhdGUIOilx
MWU5MzFmZS1iMzg1LTQWMGYtOWRKNCOXOTYxNjNjY2U2YzUiLCJhY 3liOilxliwic2NvcGUiOi
JIbWFpbCBhYWkgd2ViLW9yaWdpbnMgcHJvZmIsZSByb2xIcylsiImVtYWIsX3ZlcmlimaWVkljpmY
WxzZSwiaW5mblVVSUQIOiJmOGQzNWUyOCOyNTMyLTQzYzgtOTg5Yy0zZmFhNThmNWNiYT
QILCJuYW1IljoiRW5SyaWNVIE1hcmlhIFZpbmNIbnpvlEZhc2FuZWxsaSIsInByZWZIcnJIZF91c2Vy
bmFtZS16lmVucmljbylsimdpdmVuX25hbWUiOiJFbndpY28gTWFyaWEgVmIluY2Vuem8iLCJmYW
1pbHIfomFtZSI61kZhc2FuZWxsaSIsImVtYWisljoiZW5yaWNvLmOudiSmYXNhbmVsbGIAbGUuaW
5mbi5pdClsImNsaWVudF9pZCl6ImdvZGI2YXB5LWtyYjUifQ.eZeR4WfVe-
oksuZQuQhdK_cnNBd6EOyp7M-LLpHrAAOdNgka-
N2Fj26BEfTgsMFHTIJtCkmDmfXixMQlIhHxaHrMs60O_1h51sG3qk-
wly6HNJNP3iH805ZTF5bVYAYyUO5Fk6JH5ilzTh-

PBtvXIJ2pvEoo TDM7A92g2gJ5kDSwRyggu0Jewq3jtbMMhYe2jZdLhi1qtbriGpEjpHQMwISCgxY
MO08WsbbwGqgjC1N1JhY4ttV3bJAzAVZTgF SAKRt5cTVSURAUZeXzLI9TQhjJUZEXmIp3w2a4ZGc9
d8fx6losZGwBq5DogxON6985y1FCVawWrO0SUMtYPiM1EWEBgNNg2Q

INFN-AAI

Encoded paste A ToKEN HERE

INEN

CCR - AAI

Decoded EoiT THE PAYLOAD AND SECRET

eyJhbGci0iJSUzITNiIsInR5cCIg0iAiS1dUTiwi
a21kIiA6ICJTQNc5Y083cmVDN19fNjZialBBUWNIG
eX1nQkxzWWJET3FLc2d1R2FLTKRjIn@. eyJqdGki
0iI40DF10WZmYS@xYTAYLTQ30TMtYjg40S82MGI5
MzUGNDY3NWEiLCJ1eHAi0jE1NZA2MDg2NTAsIm51
ZiI6MCwiaWFOIjoxNTcwNjA4MzUwLCJIpc3MiOiJo
dHRwczovL21kcC5hcHAuaWsmbi5pdC9hdXRolL3J1
YWxtcy9hYWktbGRhcCISINN1YiI6ImY6NWQWZWI4
OTYtNTIwMy@OZGNhLT1iYmItMmNhMmITNjFjYzkz
OmVucmljbyIsInR5cCI6IkJ1YXJ1ciIsImF6cCI6
ImdvZG12YXB5LWtyYjUiLCJhdXRoX3RpbWUiOjAs
InN1c3Npb25fc3RhdGUi0iIwMzUzODhkYy@4ZWQw
LTRKYjYtYTI4Ni1hMWQXNjEWMWQ5SM2EiLCJhY3Ti
0iIxIiwic2NvcGUi0iJ1bWFpbCBhYWkgd2ViLW9y
aWdpbnMgcHJvZm1sZSByb2x1cyIsImVtYW1lsX3Z1
cmlmaWVkIjpmYWxzZSwiaW5mb1VVSUQi0iJm0OGQz
NWUyOC@YNTMyLTQzYzgt0Tg5Yy@zZmFhNThmNWNi
YTQiLCJuYW11IjoiRW5yaWNvIEThecmlhIFZpbmN1
bnpvIEZhc2FuZWxsaSIsInByZWZ1lcnJ1ZF91c2Vy
bmFtZSI6ImVucmljbyIsImdpdmVuX25hbWUi0iJF
bnJpY28gTWFyaWEgVmluY2Vuem8ilLCJmYW1pbH1f
bmFtZSI6IkZhc2FuZWxsaSIsImVtYWlsIjoiZW5y
aWNvLmBudiSmYXNhbmVsbG1AbGUuaW5mbi5pdCIs
ImNsaWVudF9pZCI6ImdvZG12YXB5LWtyYjuifQ.T
nTHQEsqCSHxKjp9hERpaRFk_Pkdogz9FhQxSdei9
FTZ10e1D9mkdod9LLrq83n0521014rcSb_dGOz6N
Ay-ftavWNihfuKXa8weNMHDQfENBR-W-
6YWO4xTHXE12YhEBGMZHCPQCqxkIhRNj-ma3gnj-
aeQOVITneBigmOYn7Ntp72dgP3nQ6pLVJ59JEWLZ
W7ahECTADWJIWJfPwt-

Y02y rm8Cj_DLnUVtkek17IrdLznRNpdGGEhOX67h
t1Q109_UFQc988ZoguNZ6_xbE@OtHpN7SJL2f _e1C
28PtfJ5un13peOniEJ3vhe-
4vvOrNrihp4D3hn7L9UCua13NKg

HEADER: ALGORITHM & TOKEN TYPE

{

"alg": "RS256",

“typ": "JWT",

"kid":
"SBw9c07reC7__66bjPAQoFyygBLsYgDOgKsguGaKNDc"
i

PAYLOAD: DATA

{
"jti": "881e9ffa-1a02-4793-b889-

60b93544675a",
"exp": 1570608650,
"nbf": @,

"iat": 1570608350,

"iss":
"https://idp.app.infn.it/auth/realms/aai-
1dap”,

"sub": "f:5d0eb896-5203-4dca-9bbb-
2ca2b561cc93:enrico”,

“typ": "Bearer”,

"azp": "godivapy-krb5",

"auth_time": O,

"session_state": "035388dc-8ed@-4db6-a286-
a1d16101d93a",

“acr": "1",

"scope”: "email aai web-origins profile
roles",

"email_verified": false

"infnUUID": "f8d35e28-2532-43c8-989c-
3faa58f5cbhas”,

“name": "Enrico Maria Vincenzo Fasanelli”

"preferred_username”: "enrico",

“given_name": "Enrico Maria Vincenzo",

“family_name": "Fasanelli",

“email": "enrico.m.v.fasanelli@le.infn.it",

“client_id": "godivapy-krb5"

32




. INFN
GraZ|e Cf:.AAl

e Aicolleghi INFN
e Gruppo di Lavoro e gestione di INFN-AAI
e Gruppo di gestione dei SSNN INFN
e Gruppo di gestione delle reti del CNAF
e Gruppo di Lavoro e gestione dell’infrastruttura OKD
e Gruppo di sviluppo dei microservizi
e Gruppo INDIGO-DataCloud per il suggerimento su Keycloak

A tutti voi per I'attenzione



