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The INFN DataCloud Project - mandate i ik B

Unified vision
» The DataCloud Project manages all core User Community Services
activities related to computing @ ‘ ‘
INFN and its projects ‘

* Development, implementation & Individual communities
management of the INFN Datalake services

architecture.

. : ™

» Development of ISO-Certified solutions General Seadil ‘

mainly for clinical and omics data
management

- Support to users and to the management "rastructure sites
and operation of all INFN sites (both Grid Cloud Provider Py
and Cloud paradigms). —

* Development of new services. e

* Focus on Integration of resources,
methods, people, solutions. Proposed architecture for ICSC and TeRABIT projects

« Modular architecture based on service
composition.
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Generic services

HPC

s Tier2

Data centres and
resource providers




Federation of computing and data access

1 Conligure
The INDIGO PaaS Orchestrator user ¥ @ D sort . © @
enables the federation of distributed and ) " [TOSCA templaté] ‘/@¢
heterogeneous compute environments, including Dashboard o el
Clouds, Docker orchestration platforms (such as Orchestrator
Kubernetes), HPC systems Ty and l";g"/

Key features: ,
Try and Daploy
on 2nd site

« Smart scheduling, supporting the automated selection
of the best provider, based on compute or storage
requirements vs. provider capabilities. This takes into
account criteria such as resource quotas, SLAs,
monitoring data, support for specialized hardware, and
data location.

Resource

« Support for hybrid deployments and network ResOlTES der (RP)
orchestration.

* Client interfaces for advanced users in the form of
REST APIs, Command-Line Interfaces (CLI), as well as
for regular users with a simple to use web interface

Proposed architecture for ICSC and TeRABIT projects
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Federated Authentication

OBIGTF - S 0)

» Authentication and Authorization managed Brokered authN I
through the opensource, standard based

INDIGO-IAM @ e consent generation
Online
* OpenlD Connect and OAuth protocols through g

-+
INDIGO-1AM are used in all DataCloud =R
infrastructure y ‘fﬁt
 Entity wanting to federate deploy
* |dP (Identity Provider)
» SP (Service Provider) @
OAuUth/OIDC X.509/VOMS

aware service aware service
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P Richieste di autenticazione
Federated Authentication > Sictonizazone atitut
next Steps IdP locali ai centri

* Work plans on contributing to the OpenlID Connect
Federation

* Include different entities in the same IdP realizing a
central IdP Proxy, to which entities can connect Altri IdP

esterni?
« |dP Proxy redirects authentication requests, identifies
and authenticates users (possibly including users
without a proper affiliation), validates user profiles and

andles a g I l Y- |5AIM|| [olDC | [OAuth |
han eneral access polic ]
J

« Connected to the IdP Proxy, there will be an Attribute =
Provider, whose scope will be to manage e.g. user 16&;;5;0 ‘ ‘ ‘ . .
projects and groups, as well as handle policies that are  ™------
specific to the resource providers connected to the IdP  provider di servizi Servizi Cloud, Data Archival, Storage, Data Analytics, ...

Proxy.

Provider di
attributi

Reportistica

AR

Autorizzazion

Proposed architecture for ICSC and TeRABIT projects
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The ISO-certified partition of INFN DataCloud: EPIC Cloud

* The Enhanced Prlvacy and Compliance
(EPIC) Cloud is a region of INFN DataClouc
certified ISO/IEC 27001 27017 27018 o -

 Currently located at CNAF (Bologna) is o | ReORM ”
being extended to INFN Bariand INFN  A—— - [, /M-

Catania sites

 EPIC Cloud: a reference Cloud
Implementation for the treatment of
sensitive data at INFN

- Some technical and organizational C rosurase
measures adopted:
* Multifactor authentication T

« Multiple backups
 Fine grained audit logs
« Segregation of duties

« |P whitelists

NET
B. Martelli, G. Donvito - INFN 6 MAKERiS




EPIC Cloud extension
-

Virtual Machine

Launch a compute node getting the IP and SSH credentials to access

Compute Services

via ssh

/)
\_/

Alist of services that enable a specific cloud technology

* The extension of
the ISO-certified
region will be
completed by
June ‘24

 The extension will
bring the full
capabilities of
DataCloud to life
science
communities

Docker-compose

Run a docker compose file fetched from the specified URL

(f (il

A collection of ad-hoc solutions for analytic purpose

Analytics

)
N

Apache Mesos cluster

Apache Mesos abstracts CPU, memory, storage, and other

MESOS

compute resources away from machines (physical or virtual)

Kubernetes cluster

Deploy a single master Kubernetes 1.17.0 cluster Machine Learnlng

)

List of ready-to-use Machine Learning services

Sync&Share aaS
The INFN Cloud Sync & Share as a Service is based on the popular
ownCloud storage solution

Data Services

S
)\

Object Storage

The INFN Cloud Object Storage as a Service

Data management and storage services

Scientific Community Customizations

Secure storage: 43

MINIO
Spectrum

In-memory data store: m Secure backup:
Protect

Secret management: () Hashicorp PaaS Orchestrator: Indigo IM C%

Customized environments

©

1BM

Selectable storage QoS levels: fast (SSD), normal (HDD), archive (tape-backed), remote replicas
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Elasticsearch and Kibana

Deploy a virtual machine pre-configured with the Elasticsearch search

and analytics engine and with Kibana for simple visualization

Spark + Jupyter cluster
Deploy a complete Spark 3.0.1 + Jupyter Notebook on top of a
Kubernetes (K8s) computing cluster

Jupyter with persistence for
Notebooks

Run Jupyter on a single VM enabling Notebooks persistence

RStudio

RStudio is an integrated development environment (IDE) for R

Jupyter with persistence for
Notebooks

Run Jupyter on a single VM enabling Notebooks persistence

).

Working Station for
Machine Learning INFN
(ML_INFN)

Run a single VM with all the ML-INFN
envirnoment exposing both ssh access
and Jupyter

m | INFN

See Gioacchino Vino presentation
on Jupyter Notebooks




An example of EPIC Cloud exploitation: @
the Health Big Data project

N HealthBigData

IRCCS-networks Platform Federated Platform

Patient, image, sample and sequencing
The nucleus of the HBD federation is the ACC — INFN DataCloud platform  information is registered to the ACC LIMS
platform.
Images and sequences data is uploaded to
the platform. Data collected are:

Cloud ACC-INFN e genomics: germline and tumor
samples, DNA and RNA, in BAM or
VCF format;

* radiomics: radiomic features
belonging to different families:

('\
\ ALLEANZA

\ CONTRO

*\_J: 1 EANIEINE morphological, textural, statistical,
in DICOM format.

. .
{ in > 80 researchers See Arnaud Ceol presentation at

> 2800 patients for 5 projects BITS on 23 June 2023

o £ d https://bioinformatics.it/bits2023
o a™ | 5,5 TB of “live” data (plus backups
\n’”s # RETE IDEA 26 IRCCS - ACC  and remote archive copies).

Rete
Cardiologica
IRCCS
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The next step: the federation of all
IRCCS-networks \\\\\\\§

IRCCS-networks Platform Federated Platform

\\‘?‘.
) 1)) C Compute Services HBD Data Cloud
CBIM A list of services that enable a specific cloud technology
Rete ) _ g%%»
Cardiologica g _
IRCCS E \ - f th Analytics

Cloud ACC-INFN A

f-\ E \ /< A collection of ad-hoc solutions for analytic purpose

\ ALLEANZA v
CONTRO < WY
|L CANCRO é ' < Machine Learning

0 1
i E List of ready-to-use Machine Learning service
0 1
i i
| i
| < 3
b [
! ri Data Services

I I . i
i
1
S )

HealthBigData

N/

"\J

51 IRCCS

—

A 4

Data management and storage services

, | "o m \
‘ 22 \ i L4 .‘A‘
R ETE I D EA > \M 5 M O Scientific Community Customizations
w P ~ L R
b s . Customized environments
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HBD from a life science s
Progetto i

researcher point of view snicaa (&) o
CTMS/e-CRF
CCE, CCE, CCE, CCE,
applicativi applicat.ivi applicativi e e applicativi
. . . verticali... verticali... verticali... verticali...
« Extraction/ingestion of Altri IRCCS
» information from clinical documents
with NLP techniques Cloud federato
« Omics, signals, imaging and clinical gy <
data (CCE and CTMS) HBD Data Cloud
« Data management with INFN Cloud
tools like RUCIO and FTS g Peeformadi 7
¢ Health analytlcs ProgettodiRete3\
. . Progetto di Rete 1\| CCE,
« Federation with external cloud o e - st
pr0V|derS verticali...
. CCE, CCE, CE CCE,
* Secure HPC Bubbles available for e i et T

machine learning and genomic
pipelines
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HBD Federation with other initiatives
at national and international level

* Collaboration with UNCAN.eu on the Implementation and management
of a European Federated Cancer Research Data Hub
* The blueprint will be presented next week in Brussels

« ImnmunoPortale project (with AIFA)
« STRIDES project (with National Institute of Health, US)

» Other synergies are being explored with
» Centro Nazionale terapia genica e farmaci con tecnologia RNA

« Partenariati estesi sull'intelligenza artificiale e su Diagnostica e terapie innovative nella medicina di
precisione

« Centro Nazionale di Ricerca HPC (ICSC)

ALLEANZA NIH STRIDES

CONTRO

Ul I Cﬁi ] eul/
IL CANCRO Acct ting biomedical research
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Th\éoverall architecture:
thﬁ cantmuum from Edge, to Cloud, to HPC

x<ICS[3
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Thanks!

giacinto.donvito@ba.infn.it
barbara.martelli@cnaf.infn.it

cloud@lists.infn.it
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